Multi-Factor Authentication FAQ's

Why did my login page change?

It is our commitment to our members that access to your financial information
IS appropriately secure. The change you are seeing on the login page is due to
enhanced measures to secure your Internet Banking site.

The following details the new changes made and what you can expect.
Summary:
The login process has changed to a two step process:

Login will become a two step process (detailed below) instead of three. Now
by entering your Member Number and Password/PIN, you will answer one of
three challenge questions after which you will gain access to your account.
Please note that the Security Key Image will no longer be displayed at login.
If you select the Digital Certification option, after the initial set up, your security
guestions will not be used for log in.



For first time set up of Multi-Factor Authenticatio n

@ Federal Member Sign-On

NOTE: If you have never used Home Branching before. please follow these instructions from CP Federal's main wehsite for
first time Home Branching users. Or to exit back to CP Federal Credit Unions Website please click here

REMINDER Passwords are case sensitive

Please enter your member number:

Please enter your password:

SIGN-ON | CLEAR |

MNOTE: You should have Firefox 1.0, Netscape 7.1, Internet Explorer 6.0 Service Pack 1 or newer to access this site

GetFirefox g

To log in, enter your member number and password.
* If you are using Home Branching please use your current password.

o If this is your first time using Home Branching for this account, please

use the primary social security number of the member account you wish
to access.



@ Feveral Member Sign-On

To strengthen online banking security, an additional authentication layer has been added. In the next few steps
we ask that you please setup a new security question and answer.

1 Question (min. 10 characters)
Answer (min. 4 characters)
2 Question (min. 10 characters)
Answer (min. 4 characters)
3 Question (min. 10 characters)
Answer (min. 4 characters)

Enter three challenge questions and answers.

* Questions must be a minimum of 10 characters.
Example: What is my pet’'s name?

* Answers must be a minimum of 4 characters.
Example: Fido

Note: Answers are not case sensitive.

Challenge questions will be used when the Digital Certificate is
not installed on your computer.



What is the Email Address used for?

The email address will be used in the event that you would like to
reset your security questions and answers. A password will be sent
via email to allow you to make the changes.

Please provide the e-mail address that you would like to use in the event that
you would like to reset your security questions and answers.

E-Mail Address 1
E-Mail Address 2

Please enter your current working email address.



The Digital Certificate

O YOur accounts, we ask you to
If you are currently using a computer that you plan to normally use for online banking, you can enable it for answer one of your security
secure and convenient online banking with a Digital Certificate. Your Digital Certificate will authenticate you and questions.
eliminate the need to answer a security question each time you access your account. We strongly recommend

that you only enable computers that you plan to normally use for online banking. Should I register this computer?

Registering vour personal computer
with a digital certificate tells us it is
you -- not some hacker from an
unknown computer -- that is
requesting access to vour accounts.
You should only register computers
that you normally access your
accounts from. You should not

USSR, T | . SO, I |

el [ | Enable this computer with my Digital Certificate for future secure and convenient online banking.

To use the digital certificate, check “Enable this computer” and click
“Continue”. To bypass the installation of the Digital Certificate, do not
check the box and click “Continue ”.



@ Ultra Access - Home Branching - Windows Internet Explorer
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Did you notice the Information Bar?

The Information Bar alerts you to securtyrelated conditions
{for example, if a potertially unsafe file or pop-up was just
Go: Tools/Manage Add-ons/Enable or disable add-on blocked). ff a webpage does not display propery. laok for the
Ensure that the item 'Add-ons currently loaded in Iny o R S i g e

Enable 'Cenrall class' [] Dont show this message again
Wwhen you'll be asked to resend the information You'
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-
-
+ Select 'Cenroll class' in the list
-
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NCOTE: You should have Firefox 1.0, Netscape 7.1, Internet Explorer 6.0 Service Pack 1 or newer to access this site.
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If this screen appears click “Close”, then right click with your mouse on the
add-on “This website wants to run the following add-on”.



Left click on “Run ActiveX Control”



Click on “Run”



If this box appears, click on
“‘Retry”



To receive the Digital Certificate on your computer, reply “Yes” to the
two following messages.

Reply “Yes”

Reply “Yes”



You should now gain access to your member
account.



Additional Multi-Factor Authentication FAQ's
Will | still have access to all the same accounts o nline?

Yes. This process only affects how you login, not your Internet Banking
accounts.

What will happen to my billpay settings, account ale rts, or any other
saved settings within Internet Banking that | had s et up before this
change?

All pre-setup settings within your Internet Banking session will remain the
same after this change.

Why all this attention to the login process?

While the chances of identity theft or monetary loss are slim, there do exist
active malicious entities on the Internet that look to fraudulently gain from
unsuspecting individuals. One of the most popular methods of fraud is
through impersonating individuals during the login process. It is our
intention to make this process as difficult as possible for these fraudsters
while keeping your experience as hassle-free as possible.



